Policies

Security and Responsible Disclosure

How we protect your services and data, and how to report a security

vulnerability to us.
Policies Version1.0 Effective 20 October2026 Lastupdated20 October2026

Inshort

* We use encryption, access controls, monitoring, regular updates and two-step sign-in.
e Foundavulnerability? Emailhello@pricehqg.tech with "Security" inthe subject.

¢ Testingoodfaith, don'taccessotherpeople'sdata, and give us time to fixit; we won't
take legalactionagainstyou.

This summary helps you find your way. The full text below is what applies.

This policy explains how we keep our services secure and how to tellus about a security problem.

1. How we protectyour services

1.1 Connections to our website, clientarea, control paneland emailuse encryption (HTTPS
andTLS).

1.2 Staff systemsrequire two-step sign-in, and accessislimited to people who needit.

13 Ourservers are keptupdated, monitored around the clock, protected by firewalls and

intrusion blocking, and scannedfor malware on shared hosting.

1.4 Cardnumbers are handled by Stripe and never stored by us. Passwords are stored
hashed. Server passwords we create are showntoyouonce andthendeleted.

2. Your part

2.1 Use strong, unique passwords and turn on two-step sign-inforyouraccount.
2.2 Keepyourwebsites, plugins and server software up to date.

2.3 Tellus straightaway if you think your accounthas been compromised.

3. Reporting a vulnerability

3.1 Email hello@pricehqg.tech with "Security" in the subject. Include whatyou found, where,
how toreproduce itand the impactyou thinkithas.
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3.2 We'llacknowledge your reportwithin 2 business days, keepyouupdated, andtellyou
whenit's fixed.

3.3 Inscope: pricehg.tech, my.pricehq.tech, mail.pricehqg.tech, and our hostingand VPS
platforms.

3.4 Out of scope: customers' ownwebsites and servers (report those to the customer or
through our Abuse Reporting process), social engineering of our staff, physical attacks,
denial-of -service testing, andreports from automated scanners withouta demonstrated
impact.

4. Good faith and safe harbour

4] If you actingoodfaith, follow this policy, avoid harming people or our services, don't
access, change orkeep otherpeople's databeyondwhat's neededto show the problem,
and give usreasonable time to fixit before telling others, we won't take legal action
againstyouorask othersto.

4.2 We don'tcurrently run a paidbug bounty, butwe're grateful forresponsible reports and
happy to credityouif you'dlike.

Version history
VERSION DATE WHAT CHANGED
1.0 20 October2026 First published.

Questions about thisdocument? Email hello@pricehqg.tech. PriceHQ), Australia.
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